BS 25999
Business Continuity

Dal Disaster Recovery alla Business Continuity
“Prepare for the worst, don't hope for the best”
Villa d’Este Cernobbio 28 ottobre 2008

Roberto Gattoli — Strategic Product Development Manager - Cluster SE
BSI Management Systems Italia

raising standards worldwide™ EB<=0
Learning




B R R BAAMhhPP}I]L-EERBRRBBB
.
» Circa 360 milioni di euro di fatturato
« 2.100 dipendenti
e Sedi in oltre 100 Paesi
« 100.000 clienti certificati

17 notifiche — accreditamenti in tutto 1l mondo

« 2.000 norme pubblicate ogni anno
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Who Is BSI?

Founded in 1901

Leading worldwide business services provider
Clients in over 100 countries, over 2,000 employees
Providing:

* independent assessment, certification and training of
management systems standards

= product testing services

= the development, sale and distribution of private, national
and international standards

= Information on standards and international trade
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OUR MESSAGE

« BSI Group is about improving the through the
application of best practice to everything we do

« We provide all the relating to standardization that
businesses need to succeed

« We test and verify products in labs to ensure
that they are up to the job in terms of performance specification
and safety

* Businesses rely on us to keep the way they run with
good management processes
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A History of Innovation

Pioneered the development of:

1979 BS 5750 IS0 9001 (Quality Management)

1992 BS 7750 IS0 14001 (Environmental Management)
1995 BS 7799 ISO/IEC 27001 (Information Security)

1996 BS 8800 OHSAS 18001 (Occupational Health & Safety)
2000 BS 8600 ISO 10002 (Customer Satisfaction)

2002 BS 15000 ISO/IEC 20000 (IT Service Management)
2006 PAS 99 (Integrated Management Systems)

2007 BS 25999 (Business Continuity)
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Defining Business Continuity

Strategic and tactical capability of the organization to plan
for and respond to incidents and business disruption in
order to continue business operations at an acceptable

pre-defined level

BS 25999-2:2007, 2.3
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Defining Business
Continuity Management

Holistic management process that identifies potential
threats to an organization and the impacts to business
operations that those threats, if realized, might cause, and
which provides a framework for building organizational
resilience with the capability for an effective response that
safeguards the interests of its key stakeholders, reputation,
brand and value-creating activities

BS 25999-2:2007, 2.4
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Business Continuity Terms

Business continuity
management system
BCM program

BCM response

BCM strategy

BCM exercise

Incident Management Plan
Business Continuity Plan

« BCM plan * |nvocation
* Activity * Business Impact Analysis
* Critical activities (BIA)
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BS 25999-1:2006
BS 25990-2:1007
BRITISH STANDARD
BRITISH STANDARD
Business continuity Business continuity
management — management
Part 1: Code of practice Pm:: Specification
. )
Code of Practice — Best
practice, not auditable
)/
Requirements — Shalll
statements, auditable
o
EBas
Ep=A
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Relationship with other Standards

* BS 25999 modeled after PDCA cycle
« Consistent with other management system standards:
= BS ISO 9001
= BS ISO 14001
= |SO/IEC 27001
= |SO/IEC 20000-2
 Continuity mentioned in the following standards:
= |SO/IEC 27001 and ISO/IEC 27002
= |SO/IEC 20000
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Auditing

12

 What is an audit?

= Systematic, independent and documented process for
obtaining audit evidence and evaluating it objectively to

determine the extent to which audit criteria are fulfilled
(1ISO19011: 2002 clause 3.1)

Why audit?
= Requirement of BS 25999-2
= Monitor and measure the management system

= Promote continuous improvement of the management
system

- @
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Benefits of Auditing 13

 Verifies conformity to requirements
* Increases awareness and understanding

 Provides a measurement of effectiveness of the
management system to top management

* Reduces risk of management system failure
+ |dentifies improvement opportunities
« Continuous improvement if performed regularly
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Management Systems

Common components of management systems:

* Policy

* Planning

* Implementation and operation
« Performance assessment

* Improvement

« Management review

raising standards worldwide™ EP-FH

Learning



15

Business Continuity Lifecycle

Understanding
the Organization

4

Exercising,
maintaining
and reviewind

‘ Developing and [

implementing
BCM response

BCM Program Determining

Management BCM strateg
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Business Continuity Lifecycle and
the Plan-Do-Check-Act Cycle

Understanding

i the Organization '

Exercising,
maintaining
and reviewing

‘Developing and '

implementing
BCM response

BCM Program Determining

Management JAISVESIEE0)Y

Continual improvement of the Business
Continuity Management System

Interested - ) Interested
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’ Establish

1 Do
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'@ and and L 2
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Business \
Continuity \ Check

i . Managed
requirements \ Monitor ag
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Requirements of BS 25999-2 and
the PDCA Cycle

The organization shall develop, implement,
maintain and continually improve a

- -

documented BCMS In accordance
with 3.2 - 3.4 ‘éj DEEG ’?)
BS 25999-2:2007, 3.1
."I Continually Implement \‘i
! Improve !
Maintain ‘
[ oV o Y )
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Value of Management System Audits 18

Management system audits enable management to:

« Make informed judgment on:
= Conformity
» Effectiveness of the system

« Make effective business decisions
 Allocate necessary resources
* Improve business processes
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1ISO 19011:2002 )

1SO 19011:2002 provides
guidance on:

Guidelines for quality
and/or environmental
management systems

 Auditing principles auditing
« Managing audit programs

« Conducting internal and
external audits

« Competence of auditors

ISO 19011:2002 can also be
applied to BS 25999-2
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BS EN ISO/IEC 17021:2006 20

The initial certification audit shall be conducted
In two stages:

« Stage 1.
= Audit client’'s management system documentation

= Review the client’s status and evaluate whether client is
ready for stage 2 audit

» Stage 2.

= Evaluate implementation of the client's management
system

= Shall take place at the site(s) of the client
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Business Continuity Lifecycle

Understanding
the Organization

4 S

Exercising, Determin
maintaining BCM Program etermining

and reviewing Management BCM strategy

‘ Developing and [

implementing
BCM response
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Thank you

Per ogni informazione

www.bsi-italy.com
sales.italy@bsigroup.com

Roberto Gattoli — Strategic Product Development Manager - Cluster SE
BSI Management Systems Italia
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